S ®
O
O

Consulling Services, Inc.

Strategic Performance Management, Jakarta Tomcat, and
Microsoft Internet Information Services

By Lester Jones

March 31, 2005

© 2005 Qualex Consulting Services, Inc. All right reserved.



STRATEGIC PERFORMANCE MANAGEMENT, JAKARTA TOMCAT, AND
MICROSOFT |1S

Table of Contents

1

2

3

5

EXECUTIVE SUMMARY .ottt st st 1
STRATEGIC PERFORMANCE MANAGEMENT, JAKARTA TOMCAT,
AND MICROSOFT 1S . ettt ee e sree e e e ene e 2
21 ENVIRONMENT wotititteasiseaeeseiseeseessbeessbsessbsessbsese bbbt b bbb a bR e b bbbttt 2
INITIAL PREPARATION .ottt e s 3
31 SASINSTALL CENTER .cuiiucertueettrerteresseeesstsesstsessssessssessessssessssesssssssssssessssessssessssassssssssssssssesssssassssssnssns 3
.11 JAVA™ 2 SDK ...ttt 3
3.1.2 JAKAI A TOIMCAL ....cueveereereeireseesee et sessee e e st e sessse b e sss bt se e sssesseseassessssenesesessensesessennsesesenesns 3
3.1.3 WED SErVEr COMNECLON .....oiuiieieeeireis ettt bbbt 4
3.1.4 COM PEIMMNISSIONS....cceutteuieueteeiesessesseessesessessssesesstsessseessiesssssessssssessssessessssessssessesssesssssssssssesssesans 4
COMPONENT INSTALLATION ..ottt 6
A1 JAVATM 2 SDK ..ottt sess e sess bbbt e a bbb bbb 6
0t I 1 = o o OO 6
4.1.2 Set the JAVA_ HOME Environment Variable..........oovvvvivnsvnnssssesssesese s 6
42 TOMCAT INSTALLATION wooiuttriuctreuetseeesressesessessssessssessssesessesessssesssssssssessesssssssesssssssssessssssssssesesssnsssssssesnees 7
A o T P T 7
4.2.2 Starting and SLOPPIiNG TOMCAL.........cccoerurrererririsieieeresee et sssssessssssesessssssssessssssssesssssssesssenns 7
43  WEB SERVER CONNECTOR ...oeutttuteusessasessessssesssstsssstssssssessssssssssssssasssssssssssssssssssssssssssnssssnsssssssssnssesses 7
ISAPI REDIRECTOR SETUP AND CONFIGURATION.....cccooeeiieeceee e, 8
51 VERIFY THE TOMCAT CONNECTOR CONFIGURATION ....coriuiuriueeieresirensenesssnesssseasssessssesssssssessssessens 8
52 MODIFY THE REGISTRY FOR THE |SAPI REDIRECTOR ...ccvvvuieeerenesssnessenessssessssssssssssssssssssssssssssssees 8
5.2.1 TRE SEIVEN XMl FIl@ ..ottt ettt bbbt 8
5.2.2 TheiiS Fedir€C.FEQ FilE. sttt na et nns 9
53 ISAPI REDIRECTOR CONFIGURATION ....cuiieeurierererersesesseressesssssssssesssssssssssssssssssssessssessssssssssssssssssssees 10
5.3.1 The uriworker map.properties Configuration Fil€.........ccceernencciesenecesesese e 10
5.3.2 The workers.properties Configuration Fil@.........occevieenneennenssssesese s 11
5.3.311SVirtual Directory for the [ISAPI REAINECION ..o 12
5.3.41INStall the |SAPI REAINECLON........ccuiecireeireieireeeereeseseise sttt 12
5.3.5 Add an | SAPI Redirector Web Service EXIENSION...........ocveerrerererereeesnereseseeesesesssesessssssssesenss 14
SASSPM CONFIGURATION ...oooiiececctee ettt st 15
B.1  SPM HISTORY ..ceiieiuciriueiriieirtisesisess sttt ses bbbttt bbb bbbt 15
B.1.1 HISLOrY SEIVIEL.......oeceieceeectieeet et s 15
6.1.2 HISLOrY DAlASIOTE.......veececveieceteieecae ettt ss et as bbbt as bbbt s s s e s st asnns 16
6.1.3 Configuring the HiStOry SEIVIEL.........co ettt snesenas 16

© 2005 Qualex Consulting Services, Inc. All right reserved.



STRATEGIC PERFORMANCE MANAGEMENT, JAKARTA TOMCAT, AND
MICROSOFT |1S

6.1.411SVirtual Directory for SPM HiStory CONENL.........cveuieernmeeeiineerreereenese s 16
6.2 SPM ENVIRONMENT SETTINGS ...cttriutureustreesereasessssesssessssessssessssessesssessssssssssssssassssasssssssssnssssssssessssesees 16
T TESTING.... .o nne e 18
£ RN TN L 5 OO 18
7.2 TISWEB SERVER.....citrietrtieirtieentisestbsessbstss et ssb st bbbt £ttt bbb bbbt 18
7.3 TOMOCAT wveeereeeereesesesesseseseessssessssessssessssesssssssssssessssssssssssssssssesessssesnsessssessssassssassesnsesnsessnsesnssssssssnsesnsees 19
7.3.1 TOMCAL EXAMPIES......coiuiriiieieiricieie ettt sttt bbb bbb sa st ebesnsntesanas 20
7.3.2 TOMCAE HOFIX ..ttt bbb
74 ISAPI REDIRECTOR
7.5 VIRTUAL DIRECTORIES......costruturenterensinessasessssesssssssssstsessssessssassssssssssssssssstssssssssasssssssssssssnsssssssssssssesnes 20
7.5. 1 SPM HiStOIY SEIVIEL.......ccueiriecerireceetetse ettt ss e ssss st se st s st sesssssnssesssssesnsnens 21
7.6 SCORECARD HISTORY ...cooiuiiiiriierinseressinessiseesessssessssestsessssessssesssssssssssesssssssssssssssssesasssssssssnssssnsssssssssnes 22
8 SUMMARY et n e n e n e neas 24
APPENDIX A: TROUBLESHOOTING.......ccie e 25
JAVATM 2 SDK ...eoeieeeereueeseteeeiseset et sess e s et e e e s s £t E e s e A e R bbb bbbttt 25
[ T N o] TP 25
M ORE INFORMATION «..vueuteueeaeeresseseseessssessssessssesssssssssssssssssssssssssssssssssssssssssssssssssessssessnsessssessssssnsssssssssssssnsees 25
REFERENGCES ...ttt e e e sne e 26
ABOUT QUALEX ... 27
CONTACT INFORMATION ..ceuiueiueriereseeressesessesessssessssssssssssssssssssssesssssssssessssssessssssssssssssassesassssnssssssssssssssssssees 27

© 2005 Qualex Consulting Services, Inc. All right reserved.



STRATEGIC PERFORMANCE MANAGEMENT, JAKARTA TOMCAT, AND
MICROSOFT |1S

1 Executive Summary

Organizations have been faced with chalenges like never before. Increasing world
competition has meant that businesses must be much more careful about the choice of
drategies to remain competitive. The entire organization must ensure that srategies are
implemented effectively. This Stuation has put more focus on effectiveness. All of the results
across the organization must be digned to achieve the overdl results desired by the
organizetion.

For this reason, performance management has increasingly become the focus of many
organizations. Performance management includes activities to ensure that gods are
consggtently being met in an effective and efficient manner and SAS Strategic Performance
Management (SPM) has been the accepted solution by many organizations.

With the release of SAS verson 9 and the ddlay of SPM version 2, many SPM
implementations have moved toward the use of SPM verson 1.4 and the SPM Framework
for SAS 9. Thiscombination in itsdf comes with someinteresting chalengesand in rare
cases when the customer wishes to use Microsoft Internet Information Services (11S) asthe
web server the implementation becomes even more interesting.

© 2005 Qualex Consulting Services, Inc. All right reserved. 1
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2 Strategic Performance Management,
Jakarta Tomcat, and Microsoft IIS

Microsoft Internet Information Services (11S) is a powerful Web server that provides a
highly reliable, managesble, and scaable Web gpplication infrastructure. The purpose of this
document is to provide aroad map for implementing SPM 1.4 with the SPM history serviet
using Microsoft 11S, and Jakarta Tomcat.

A number of online references can be found containing information on setting up the
Microsoft 11S web server with Jakarta Tomcat. While these guides can be easily adapted
for various versons of Tomcat, I1S, and the K connector used to bridge them, some
detalls are usudly missing. This white paper has been written to fill in these details aswell as
assg in identifying some of the common issues rdated to this environmen.

The information presented in this document was collected from various sources and
experience gained during SPM implementation at Sub-Zero Freezer Company. A list of
resources exists a the end of this document.

This white paper assumes that the reader has a basic knowledge of Windows administration
and configuration aswdl as 1S adminigration. The information within this document should
be used in conjunction with vendor literature such as those listed in the Resources section of
this document.

For the purposes of this document, <DEFAULT WEB> will identify the default web ste
URL and <SCORECARD> will identify the path to the published scorecard. Also,
<SERVER NAME> will identify the server name.

2.1 Environment
The information within this document is based on the following environment:

» Microsoft Windows 2003 Professional, version 5.2.3790
» Microsoft 1S verson 6

SAS9.12(v9.lLevedl M2)

SAS Strategic Performance Management, version 1.4.0.42
Tomcat version 4.1.18

Java™ 2 SDK, version 1.4.2 02

vV V V VYV V

isapi_redirector.dil, verson 1.2.8

© 2005 Qualex Consulting Services, Inc. All right reserved. 2
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3 Initial Preparation

One of the most important agpects of this entire processis the identification of gppropriate
versons of third party software required. Once identified, each must be downloaded,
ingalled, and in some cases configured. This chapter identifies each of the required
components and where to obtain them as well as some background information where

appropriate.

3.1 SAS Install Center

A reliable resource for identifying appropriate versons of third party software isthe SAS
Ingtal Center web page which contains links to recommended versions of dl third party
software. The information hereis grouped by SAS version and operating environment. The
SAS Ingdl Center web page can be found at the following URL :

http://mwww.sas.com/ingtall center

Sdect Microsoft Windows, then under SAS 9.1.2 sdect Instdlation and Adminigtration
Information and then select Third Party Software Reference Links.

This page contains links for downloading the recommended versions of the Java™ 2 SDK
(under the Java Software Development Kits heading), Tomcat (under the Application
Servers heading), and the Tomcat hotfix.

3.1.1 Java™ 2 SDK

Tomcat officidly requiresthe full Java™ 2 SDK since it needs javac (the Java compiler) in
order to compile JSP. For this particular ingdlation, the recommended version of the
Java™ 2 SDK, Standard Edition is 1.4.2 04 (j2sdk-1 4 2 04-windows-i586-p.exe).
Usethelink provided on the SAS Ingtal Center Third Party Software Reference Links
page to download this software.

Note that the byte size of the sdlf-ingtdling executable downloaded from Apacheis
provided on the download page. Once the download has completed, check that you have
downloaded the full, uncorrupted software file by comparing these Szes.

3.1.2 Jakarta Tomcat

Internet Information Services, like other traditional web servers, handles static content such
as HTML but does not support Servlets or JSP. Servlets dlow programmersto develop
platform independent extensons that can be integrated with an existing web server. You
must use a servlet container in order to use servlets and JSP pages.

SPM higtory isimplemented using a servlet and Tomcat is the recommended serviet
container. For thisingalation, the recommended verson of Jekarta Tomcat is4.1.18
(jakartartomcat-4.1.18-L E-jdk14.zip). This can be downloaded using alink provided on
the SAS Ingtd| Center Third Party Software Reference Links page.

© 2005 Qualex Consulting Services, Inc. All right reserved. 3
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3.1.2.1 Tomcat Hot Fix

A race condition in the session recycling code has been identified in Tomcat 4.1.18, which
could cause two different browser clients to share the same session object on the server.
This resultsin different users seeing, and possibly overwriting each other's sesson data A
Tomcat 4.1.18 fix isavailable.

This hotfix (ftomcat-4.1.18-hotfix1.zip) aswell as ingdlation ingtructions can be found using
alink on the SAS Ingal Center Third Party Software Reference Links page. The hotfix link
will display the Technical Support Hot Fixes page. Under SAS Hot Fixes for Open Source
Software sdect Apache Tomcat to go to the hotfix download page. The hotfix can be
downloaded from this page by selecting Tomcat-4.1.18 for Windows.

3.1.3 Web Server Connector

The Tomcat Internet Server API (ISAPI) redirector isan 11S plug-in. ISAPI isan API for
Microsoft's 11S Web server that enables programmers to devel op Web-based applications.
Using ISAPI, these applications run much faster than conventional CGI programs since they
are more tightly integrated with the Web server.

[1S loads the ISAP! redirector plug-in and cdlsitsfilter function for each in-coming request.
The filter then tests the request URL againg alist of URI-paths held indde the
uriworkermap.properties file (discussed later). If the current request matches one of the
entriesin theligt of URI-paths, thefilter transfers the request to the plug-in extension. The
extension collects the request parameters and forwards them to the appropriate worker
using AJP13 protocol. The plug-in extension then collects the response from the worker
and returnsiit to the browser.

For this particular ingallation, verson 1.2.8 of the ISAPI redirector was downloaded
(isapi_redirect-1.2.8.dll). The Tomcat |SAPI web server connector can be downloaded
using the following URL.:

http://apache.towardex.com/jakartaltomcat-connectors/jk/binariesiwin32/

3.1.4 COM Permissions

Microsoft COM (Component Object Modd) technology in the Microsoft Windows-family
of Operating Systems enabl es software components to communicate. COM is used by
devel opers to create re-usable software components, link components together to build
gpplications, and take advantage of Windows services. The family of COM technologies
includes COM+, Digtributed COM (DCOM) and ActiveX® Controls.

Since SPM history functionality requires Internet Explorer ActiveX controls, COM
permissions for users or groups must be set to *Allow’. Initidly, even the administrator
account may not have appropriate COM permissions. To verify user COM permissons
perform the following steps:

» Sedlect Start > Run and enter dcomcenfg, then select OK.

© 2005 Qualex Consulting Services, Inc. All right reserved. 4



STRATEGIC PERFORMANCE MANAGEMENT, JAKARTA TOMCAT, AND
MICROSOFT |1S

» Open the Component Services > Computers entry and select "My Computer”.

» Sdect the computer icon to theright in the toolbar. Thiswill open the Default
DCOM Security didog.

» Choose the Edit Default button. The didog that displays will list the users, and their
permissions. Check each user and/or user group that will need accessto the SPM
scorecard and history. Verify that ‘ Allow’ is checked for those requiring access.

» If adding anew user or group, add the appropriate user or group to thelist and
make sure to check the * Allow’ checkbox.

> Apply the changes.

© 2005 Qualex Consulting Services, Inc. All right reserved.



STRATEGIC PERFORMANCE MANAGEMENT, JAKARTA TOMCAT, AND
MICROSOFT |1S

4 Component Installation

With al components downloaded, the next step isindalation and configuration. This
chapter provides information on the ingalation of the Java™ 2 SDK, Tomcat, the Tomcat
hotfix, and the ISAPI redirector. With the exception of the ISAPI redirector, configuration
and setup is aso discussed where gppropriate. The configuration and setup of the ISAPI
redirector is covered in the following chapter.

Note that administrative permissions are required in order to perform many of the activities
required. Also note that when the Java™ 2 SDK ingalation is complete, a system reboot is
required.

4.1 Java™ 2 SDK

This section provides ingtdlation and configuration information for the Java™ 2 SDK. For
SDK system software and hardware requirements, disk space requirements, or issues
related to Windows Ingtallation, refer to the documentation on the Java website
(java.sun.com). Also, see the Windows Ingtallation and Java Update FAQ located at this
URL:

http://java.sun.comVj 2se/1.4.2/docs/gui de/depl oyment/instal | ati on/windows/iftw-
update/fag.html

4.1.1 Installation

Thefilej2sdk-1 4 2 04-windows-i586-p.exe isthe Java™ 2 SDK inddler. Double-click
on the ingaller icon and follow the ingtructions provided. For this ingtdlation, the Java™ 2
SDK wasingalled in the C:\j2sdk1.4.2_04 directory.

The sdf-ingtdling executable will unpack and ingal the Java™ 2 SDK software bundle. As
part of the Java™ 2 SDK, the ingtdlation includes the Java Plug-in and Java Web Start as
well as an option to include the public Java™ 2 Runtime Environment (The Java™ 2 SDK
aso contains a private J2RE for use only by itstoals).

If apublic Java™ 2 Runtime Environment aready exists on the system, do not ingtall the
Java™ 2 Runtime Environment when prompted.

4.1.2 Set the JAVA_HOME Environment Variable

The JAVA_HOME environment variable is needed for Tomcat to find the Java™ 2 SDK.
Failing to properly set this variable prevents the execution of JSP pages. This variable
should ligt the root SDK ingdlation directory.

> Sdect Start > Settings > Control Pand > System
» Select the Environment Variables button
» Add the variable name: JAVA_HOME

© 2005 Qualex Consulting Services, Inc. All right reserved. 6
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» Andthevaue C\j2s0k1.4.2 04

4.2 Tomcat Installation

This section focuses on Tomcat ingdlation, which is more download and configuration than
actud ingdlation. The configuration of Tomcat for use with the ISAPI redirector is
discussed in the following chapter.

Toingtal Tomcat for this particular environment, creste a CA\TOMCATA4.1 folder and
extract the compressed file into this directory. Note that for SAS 9, aswell as various other
gpplications, it isimportant that the directory name have no spaces.

4.2.1 Hot Fix

The following ingtructions describe the steps for ingtdling the tomcat-4.1.18-hotfix1.zip file.
Note that Tomcat must be ingdled and the JAVA_HOME environment varigble must exis.
Also, to verify the hotfix ingalation, the Tomcat examples must be available from the default
web.

Extract the contents of the tomcat-4.1.18-hotfix1.zip file into the CATOMCATA4.1
directory.

4.2.2 Starting and Stopping Tomcat

For test purposestwo .BAT files (Startup.bat and Shutdown.bat), located within the
C\TOMCATA4.1\bin directory may be used to start and stop Tomcat. For production
operation, the server should be configured to start Tomcat as a service;, however a
description of this setup is not within the scope of this document.

4.3 Web Server Connector

Physcd ingdlation of the ISAPI redirector is rdatively smple, however setup and
configuration is rather involved and is discussed in the following chapter.

Toingdl the ISAPI redirector, copy the recently downloaded isapi_redirect-1.2.8.dll fileto
the CA\TOMCATA4.1\bin directory and renamethisfileto isapi_redirect.dll.

© 2005 Qualex Consulting Services, Inc. All right reserved. 7
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5 ISAPI Redirector Setup and

Configuration

The following sections describe the setup and configuration process that allows 1S,
Tomcat, and the ISAPI redirector to work together.

5.1 Verify the Tomcat Connector Configuration

Since the ISAPI redirector uses the AJP13 protocol, Tomcat must be configured to use the
AJP13 connector type. Open the server.xml file located in C:\Tomcat4.1\conf folder. Verify
the contents of the following section:

<!-- Define a Coyote/JK2 AJP 1.3 Connector on port 8009 -->
<Connect or cl assName="or g. apache. coyot e. t ontat 4. Coyot eConnect or "
port="8009" m nProcessors="5" nmaxProcessors="75"
enabl eLookups="true" redirectPort="8443"
accept Count =" 10" debug="0" connecti onTi meout ="20000"
useURl Val i dati onHack="f al se"

pr ot ocol Handl er d assNanme="or g. apache. j k. server. JkCoyot eHandl er"/ >

Note that there are two available AJP13 connector configurations within the server.xml file,
Use only the connector with the “ CoyoteConnector” class name. Only one connector need
be defined, thus ‘ comment out’ the second connector or remove it completely.

5.2 Modify the Registry for the ISAPI Redirector

The ISAPI redirector operates based on configuration settings contained in the Windows
registry. These registry additions affect only the redirector, however aregistry backup is
recommended prior to making any changes.

5.2.1 The server.xml File

A specid 11SConfig module comes with Tomcat to help in generating the regidtry entries
required for the ISAP! redirector. In the server.xml file, find the following line:

<Server port="8005" shutdown="SHUTDOWN' debug="0" >
Add the following line directly under the line shown above.

<Li stener cl assNane="org. apache. aj p.toncat4. config.|1SConfig” />

Start (or shutdown and restart) Tomcat. The Tomcat startup console window should
gppear containing startup, debug, and any error messages. |n addition, new directories and
files should now exig.

The new directories include:
» C:\Tomcat4.1\confl\auto

© 2005 Qualex Consulting Services, Inc. All right reserved. 8
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» C:\Tomcat4.1\conf\jk

The new files, iis_redirect.reg and uriworkermap.properties, are located in the
C\TOMCATA4.1\conf\auto directory.

5.2.2 Theiis_redirect.reg File

Theiis redirect.reg file contains commands for modification of the system regigtry for 11S
and the ISAPI redirector. The necessary registry information includes the name of the
ISAPI redirector file, the location and name of the redirector log file, and the location of the
redirector configuretion files.

5.2.2.1 Edit the iis_redirect.reg File

Edit theiis_redirect.reg file such thet it reflects the specifics of the configuration. The
modifications should look like the following:

REGEDI T4

[ HKEY_LOCAL_MACHI NE\ SOFTWARE\ Apache Software Foundati on\Jakarta | sapi
Redi rector\ 1. 0]

"extension_uri"="/jakartal/isapi _redirect.dl|"
"log_file"="C \\Tontat4. 1\\logs\\iis_redirect.|og"

"1 og_l evel "="debug"

"worker _file"="C \\Tontat4. 1\\conf\\jk\\workers. properties”

"wor ker _mount _file"="C \\Toncat 4. 1\\ conf\\ aut o\ \ uri wor ker map. properties”

5.2.2.2 Execute the iis_redirect.reg file

With the changes made to theiis_redirect.reg file, actua modifications to the registry can
proceed. Execute theiis redirect.reg file by double-clicking the file name in Windows
Explorer. The following message will gppear:

“Are you sure you want to add the information in
C \TOMCAT4. 1\ conflauto\iis_re~.reg to the registry?”

Sdect Yesto create the vauesin the regidtry.

5.2.2.3 Verify New Registry Keys

Veification of the regigtry additionsis recommended. Open the registry using the
regedit.exe utility (Start > Run). Verify the registry entry keys that were created under
HKEY_LOCAL_MACHINE\SOFTWARE.

HKEY_LOCAL_MACHI NE\ SOFTWARE\ Apache Software Foundati on\Jakarta | sapi
Redi rector\ 1.0

» (Default) — (value not set)

» extension_uri - /Jakartal/isapi_redirect.dll

> log_file — C\TOMCAT4. 1\l ogs\iis_redirect.!|og

» log_level — debug

» worker_file - C\TOMCAT4. 1\ conf\j k\ wor kers. properties

© 2005 Qualex Consulting Services, Inc. All right reserved. 9
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» worker_nmount _file - C\TOMCAT4. 1\ conf\ aut o\ uri wor ker map. properties

5.2.2.4 Restore the server.xml File

The‘Ligtener’ entry previoudy added to the server.xml file instructs Tomcat to creste the
reg and .properties files. Unless this entry isremoved, Tomcat will overwrite these files
every timeit is started, which is not desirable since changes needed by the ISAP! redirector
will be made to the uriworkermap.properties file. Edit the server.xml file and * comment out’
or remove the added listener entry.

5.3 ISAPI Redirector Configuration

The ISAPI redirector’sjob isto redirect specific web requests to Tomcat. Information on
how to identify these requests as well asinformation on who performs the redirect must be
defined. Also, 11S must be setup to use the redirector.

5.3.1 The uriworkermap.properties Configuration File

The uriworkermap.properties configuration file is used by the ISAPI redirector, to
determine whether to redirect URL’sto Tomcat, or to serve theminsde [1S. When [1Sis
sarted, the ISAPI redirector reads thisfile, based on the registry entry created in the steps
above.

Edit the uriworkermap.propertiesfile (located in CA\TOMCAT4.1\conf\auto) such thet it
contains the fallowing mount informetion:

# xxxkkkkkkk Bagin uriworkernmap. properties **FEErxxxx

# Mount the servlet context

/ servl et/ *=aj p13

# Mount the exanpl es context

[ exanpl es=aj p13

[ exanpl es/ *=aj p13

/ exanpl es/ servl et/ *=aj p13

# Mount the SPM hi story context

/ SVH st ory/ *=aj p13

# Mount all JSP pages

/*.jsp=aj pl13

# oxxxFxxxkxxx End uriwor kermap. properties *rFxFxrhxxx
Among other things, thiswill dlow the ISAPI redirector to work with the Tomcat examples
and the SPM higtory servlet (SVHigtory). Thisindicates to the redirector that al incoming

requests with any of these pathnames should be sent to Tomcat. Otherwise, 11S should
serve the request.

© 2005 Qualex Consulting Services, Inc. All right reserved. 10
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5.3.2 The workers.properties Configuration File

Thisfiletellsthe ISAPI redirector where to find Tomcat and lists the ‘workers' to create for
communication with Tomcat. Using atext editor (i.e. Notepad), create aworkers.properties
configuration file containing the list of workers and their parameters. This file must be saved
in the CATOMCAT4.2\conf\jk\ directory and should contain the following information:

# *xxxxxxxxx Begin WOrKers. properties ****xx«xxx

wor ker . aj p13. type=aj p13

# Toncat directory

wor ker . t ontat _hone=C. \ TOMCAT4. 1

# Java 2 SDK directory

wor ker . j ava_honme=C: \j 2sdk1. 4. 2_04

# Path separator for W ndows

ps=\

# Worker that the isapi redirector should use

wor ker . | i st =aj p13

# Worker definition

wor ker . aj p13. port =8009

wor ker . aj p13. host =<DEFAULT WEB>

# khkkhkkkkkk*k End \I\DrkersprOpertles *kkkkkkhkkkkk
There are two important details related to previoudy discussed file changes to note. The
name ‘gpl3 must match the name in the uriworkermap.propertiesfile. Also, port 8009 is

specified. Thisisliged in the server.xml file as the Tomcat AJP13 CoyoteConnector listener
port.

© 2005 Qualex Consulting Services, Inc. All right reserved. 11
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5.3.3 lIS Virtual Directory for the ISAPI Redirector

An 1S Virtud Directory is essentidly an diasto aphysicd directory which may be
accessed from the Internet. Virtua directories provide severd advantages, one being an
added leve of security inherent with aphysicad directory.

In this particular implementation, 11S will access the redirector viaits own virtua directory,
which must be crested. It can be given any name, however for this ingtdlation the name
‘jakarta was used. Note that this name must match the extenson _uri parameter in the
registry additions described in a prior section. To cregte this virtud directory, openthe IS
console (Start > Adminigtrative Tools > Internet Information Services). Open the Web Sites
folder and right click the Default Web Site. Sdect New > Virtua directory. This opensthe
Virtud Directory Creation Wizard. Follow the ingtructions and enter the following
information:

> Alias jakarta
» Path: C\TOMCAT4.1\bin (where the isgpi_redirect.dll file is now located)

» Access Permissions: Read, Run scripts (such as ASP), Execute (such as ISAPI
applications or CGl)

wrbudl Drsckory | Daciments | Deectery Secuty | HITR Hesders | Custom Enars | To Valfy these g.tlngs, rlght dick on the

Tha corbsrt For this resour oa shouid cona Frome

L I e T newly created jakarta virtud directory and

™ & ghars borsbed o another compUber

™ Aredrechon bo = URL g&t prOpef'tleS.

Lozl pathe [ Ciremcats. ibn Ermwss...

™ Soipt soune acceds P Lo vk
W Poad [ Index this resoures

T wrke
I Cwectary hrowsing
Bpedicakion cebtings

application name: Akxta Aoy |

Shar bing poink: afafault Wb Saljakar.. .

EXaCin pefmissions Scripts and Exerutshies :“!

Appheation pocl: Cof auktappPeal =] ricll

5.3.4 Install the ISAPI Redirector

The ISAPI redirector must be ingtaled within [ISasan ISAP! filter. To ingdl the
redirector, open the I1S console (Start > Adminigtrative Tools > Internet Information
Services) and then open the Web Sites folder, right click the Default Web Site and select
Properties. In the properties window sdlect the ISAPI filters tab. Click the Add button to
add afilter.
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Add/Edit Filter Properties

For filter name, specify ‘jakarta . For

Rktername: location of the executable, browse to the
Executable: |C:'l,TOMC.ﬁ.T“r.llbin\,isapi_redirect.dll location of the redirector
Pricrity: High Browse. .. | (C\TOM CAT4.1\bin\i Sﬂ)l -redirect.dl |)

ok I Cancel | Help | Select OK.

s Sewwaces [115) #ansger

e To ectivate the ISAP! redirector, 1S must
ij.- hw;h'_:::mgm:l - I?:M, e 1= beredtarted.
e AU b Close the property sheet and restart 11S by

CATOMCATA. 1ibin
e ol

Sy o T e . right-clicking on the mechine name in the
I i e ot | fOIlEXS portion of the window.

L CATOMCAT. | sbappa Tid-iebary

oo S sdect All Tasks > Retart 1S,

Default Web Skte Propestics

Duiecholy Senuibg HTTP Headers | CostomEmas | Sener Esensions 2002 | TO Valfy that theISAPI rwlr&tor h$
wase | eubmes S | by | e | peen ingtalled properly, right-click on

VLIRS S SRk, | || Default Web Site and select properties
= from the drop-down menu.

Skt | Filkm1 M zne Princiy Add . .

; — e e Select the ISAPI Filterstab. The jekarta

i filter should have a green arrow pointing
— upwards displayed.

Dekais =

Pl Mama:  jakata _I_.'_I

Chaker Loadad

Exmcutshle CATOWC . Meap_redesd. dl

Fros High

ok, | Cencd wi | Hen |
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5.3.5 Add an ISAPI Redirector Web Service Extension

Web services are a standardized way for one gpplication to invoke a method of another
gpplication. These applications may reside on different computers that are in some way
connected, such as by aloca area network or, more commonly, by the Internet. Web
sarvice extensions, such asthe ISAPI redirector, are programs that extend the basic 11S

functiondity of serving stetic content.

To add the ISAPI redirector as aweb service extension, open the I1S console (Start >
Adminigtrative Tools > Internet Information Services). Then open the Web Sites folder and

right click Web Service Extensons.

New Web Service Extension

Type the name of the new Weh service extension, and specify the files that
must be enabled For the extension to run.

Extension name:

jakarta

Required files:

Remoyve

[~ Set extension status ko Allowed

[6]:4 I Cancel | Help I

To add this new extenson, sdect “Add a
new Web Service Extendon...”.

In the New Web Service Extenson
dialog box, enter ‘jakarta asthe
Extenson name and check the * Set
extension statusto Allowed’ (checkbox).

Sdlect the Add button and enter the path
to the ISAPI redirector as arequired file.

Sdlect OK as many times as required to
exit the New Web Service Extension
process.

For this particular ingtdlation, the redirector path was:

C.\ TOMCAT4. 1\ bi n\i sapi -redi rect. dl |
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6 SAS/SPM Configuration

The purpose for entire process described in the preceding chaptersis to enable the use of
the SPM history serviet (SVHistory). This section presents the setup and configuration of
this SPM component.

6.1 SPM History

The History Servlet is a server-side Web application that generates dynamic pages of
historica data when requested by the published Map environment known as Compass. This
section describes the steps required for setup of SPM metric history functiondity.

6.1.1 History Servlet

The History Servlet requires an gpplication server, which is a Java gpplication that is used to
run specid Java programs cdled serviets. Application servers (Tomcet in this environment)
can run in cooperation with a Web server (11S in this environment), or as sandaone entities.
The History Server, which isimplemented as a serviet, requires such a container to be
ingaled and running on the machine requiring history functiondity. A Web server is not
required to run the History Server unless you wish to implement a security policy for access
to history data.

During the ingalation of Strategic Performance Management, the history servlet web
archivefile (SVHigtory.war) was copied to afolder specified by the ingtadler. To ingal the
history servlet, follow these steps.

» Copy the SVHigtory.war file to the Tomcat web application directory
(CATOMCAT4.1\webapps).

» Stat Tomcat to extract the history files and folders from the .war file.
» Stop Tomcat.

After extracting the contents of the SV Higtory.war archive, a new folder, SVHigory, should
exist within the webapps folder. Verify the process by reviewing the directory structure.

» CA\TOMCATA4.1\webapps
o \SVHigory
= \includes
= \META-INF
= \WEB-INF
\classes
\lib

© 2005 Qualex Consulting Services, Inc. All right reserved. 15
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Delete the copy of SVHistory.war from the Tomcat web application directory (do not
deletethe origind).

6.1.2 History Datastore

SPM Higtory requires afolder for storage of metric history data. For this particular
ingalation, the history data store will be on the E: drive. Using Windows Explorer, create
thefolder E:\\svhist_data.

6.1.3 Configuring the History Servlet
After ingdling the History Server, modification of the serviet configuration file (web.xml) is
necessary. Thisfileislocated in the following folder:
C.\ TOMCAT4. 1\ webapps\ SVHi st or y\ WEB- | NF
Open the web.xml filein any text editor (i.e. Notepad) and change the vaue of the

data path application variable to the history data store directory created previoudy. The
new data_path information should look as follows:

<cont ext - par anw
<par am nanme>dat a_pat h</ par am nane>
<par am val ue>E: \ svhi st _dat a</ par am val ue>
</ cont ext - par an»
Immediately below the data path parameter isthe graph_view gpplication variable. SPM

dlows display of higtory information as either Ocx (ActiveX) or Applet (Java Applet). For
Microsoft environments, ActiveX is the recommended method of displaying history graphs.

Change the vaue of the graph_view gpplication variable to limit the view of history graphs
to ActiveX. The new graph_view information should look asfollows:
<cont ext - par an®
<par am nane>gr aph_vi ew</ par am nane>
<par am val ue>act i vex</ par am val ue>

</ cont ext - par an»

6.1.4 1IS Virtual Directory for SPM History Content
A Virtua Directory must be defined in 1S for the SPM History Static content. Repest the
steps described in the ISAPI Redirector Setup and Configuration chapter for creating a

virtud directory in [1S using SVHigtory as the name and
C\TOMCATA4.1\webapps\SVHistory as the location.

6.2 SPM Environment Settings

Start the SPM M AP and open the scorecard environment. Select Template > Setup >
Publishing. To publish the scorecards effectively, SPM needs to know some basic
information about the server environment where the published scorecard will reside.
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The Compass (browser) needs to know where it must look for published scorecard files.
Set this variable to $publish, which indicates that links are rdlative to the directory in which
the published scorecard resides.

» URL Root: $publish
The Compass a so requires the URL for retrieval of data from the history serviet.
» Compass History Servlet URL: http://<DEFAULT WEB>/SVHigory/histapp

The MAP must so know the URL required to transfer data to the history serviet. Note
that specifying the actual port (:8080) bypasses the Web Server (11S) and uses the history
servlet and Tomcat directly. This does not affect the Compass or the published scorecard;
however it avoids any publishing issues that may arise due to the Web Server.

» Map Higory Servlet URL: http://<DEFAULT WEB>:8080/SV History/histapp
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7 Testing

In the preceding sections, information related to the ingtalation, setup, and configuration of
various software components has been provided. Once this process is complete, the next
sep isto verify that these components were configured correctly. In most cases this can be
accomplished using Internet Explorer. Note that Tomcat must be running during these tests.

7.1 Java™ 2 SDK

After the successful ingdlation of the Java™ 2 SDK, confirmation that everything is
configured properly can be accomplished by opening a Windows Command Prompt and
typing “java—verson”. The correct verson information should be displayed.

Note that a Java Web Start icon should exist on the desktop and an entry for Java Web
Start should exist in the Start > Programs menu.

7.2 1IS Web Server

If the web server is not functioning properly, the remaining tests that do not use the :8080
port will not work. To test the web server, the default web ste URL isrequired. To find the
default web site, open the 1S console (Start > Administrative Tools > Internet Information
Services). Open the Web Sitesfolder and right click the Default Web Site and select

properties.

Default Web Site Properties EHE
Directony Security I HTTP Headers I Custorn Errors I Server Extensions 2002 I -
‘wieh Site | Perfarmance I 154P) Filters I Home Directary I Documerts % &t the Wd) Ste tm' Thm ga:t the

_ ~W'eb site identification Adva‘lcaj button

Description: Jefault Web Site L
| IPaddess I[AII Unassigned) j Advanced... |
TCP part - - ISD S5L port: I

i~ Connections

- | Connection timeout: I 5400 seconds o

[V Enable HTTP Keep-lives

¥ Enable lngging

Active log fomat:

o IW’EEExtendedLogFiIeFormat j Properties... | - .

QK. I Cancel Apply Help
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Advanced Web Site Identification [ |

r~Multiple identities For this Web site

The web Site identity, Host header value,

IP address | TCP port | Host header value

5 Default a0 sas.subzero.com

Remaoyve | Edit, .. |

—Multiple 551 identities For this Web site

IP address | S5L port

Remayve | Edit... |

contains the URL of the default web Ste.

(64 | Cancel | Help |

Open Internet Explorer and enter the URL for the default web site. This should access the
default web ste defined in 1S and the default web page should display. The default web
page will differ depending on the environment implemented by the organization that the web

Open Internet Explorer and enter the following URL. This should access Tomcat, bypassing

‘g
R R R R % R W -.

The JSP Samples page should display.

Ste represents.
7.3 Tomcat
IS
http://<DEFAULT WEB>:8080/examples/jsp
-5
e

Now verify the [1S> ISAPI redirector > Tomcat path by entering the following URL.:

hitp://<DEFAULT WEB>/examples/jsp

The same JSP Samples page should display with one exception, the URL will not have the

:8080 port designator.
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7.3.1 Tomcat Examples

Execute afew of the examples listed on the JSP Samples page. These examples should run
without error.

7.3.2 Tomcat Hotfix
To verify that the patch has been ingaled correctly, use the following procedure.

» Inthe CA\TOMCATA4.1\webapps directory, cregte a patchtest.xml file which will
serve the Tomcat examples Web gpplication under the context name "patchtest”.

<Context path="/patchtest™ docBase="examples'>

<Logger className="org.apache.catalina.logger.FileLogger"
prefix="patchtest_log." suffix="_txt"/>

<Manager
className=""'org.apache.catalina.session.PersistentManager"
debug=""2"/>

</Context>

» Start Tomcat and access a JSP page in the "patchtest™ context using the following
URL:

http://<DEFAULT WEB>:8080/patchtest/jsp/snp/snoop.jsp

Note that the JSP file accessed must create a session. For this reason, do not use
the Date example.

» Stop Tomcat and examine the "patchtest |og.<date>.txt" filein the
C\TOMCATA4.1\logs directory. The presence of the following text in thislog file
indicates the patch was successfully ingtalled.

Usi ng nodi fied version of StandardSession that disables session
recycl i ng.

> Ddete the patchtest.xml and patchtest_log.<date>.txt files.

7.4 ISAPI Redirector

Open Windows Explorer and navigate to the Tomcat log directory (CATOMCAT4.1\ogs).
The ISAPI redirector was configured to cregte alog file here. Aniis redirect.log file should
exis.

7.5 Virtual Directories

During setup and configuration severa virtud directories were created. These can be tested
using Internet Explorer.
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7.5.1 SPM History Servlet
Open Internet Explorer and enter the following URL.
http://<DEFAULT WEB>/SV History

P s ;'m ————Ja=y This should access the SVHigtory virtud
Phouse sansltthe docmentnton on sonlgaring ond eceming e serslee. directory and the SV Higtory Servlet error
page should display.

Now verify the history servlet itsdlf by entering the following URL:
http://<DEFAULT WEB>/SVHigtory/histapp

P e T =5
| CUongrato bations!

The SV Higtory Servlet congratulations
page should display.

e e
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7.6 Scorecard History

Testing scorecard history requires publishing new metric data for multiple periods. This can
be an involved process since the time periods for the data must be changed for each
publish. Manually changing time periods clears dl metric data requiring re-entry of dl data,
including data that does not change during the new time period.

Using the ‘' Load Data Source’ tool within the MAP makes this task less cumbersome;
however it requires an XML file for each period. These files can be created manudly or
programmaticdly. The following is an example of an XML file containing data for the actud
and target vaues for one metric for asingle time period (START / END). In this example,
Card-0 isthe scorecard key, Str_0+r_0_Oistherow or metric key, c_1 isthe Actua
column key, and c_2 isthe Target column key. These keyswill be different for each
scorecard environment and can be found in the export.xml file crested by exporting the
environment from the MAP.

<CELLS>

<DATA>
<TABLE>Car d- 0</ TABLE>
<ROWS+r_0+r _0_0</ RO
<START>01JAN2004</ START>
<END>31JAN2004</ END>

</ DATA>

<DATA>
<TABLE>Car d- 0</ TABLE>
<ROMS+r _0+r _0_0</ RON
<COLUWN>c_1</ COLUMN>
<VALUE>4</ VALUE>

</ DATA>

<DATA>
<TABLE>Car d- 0</ TABLE>
<ROMS+r _0+r_0_1</ RON
<START>01JAN2004</ START>
<END>31JAN2004</ END>

</ DATA>

<DATA>
<TABLE>Car d- 0</ TABLE>
<ROMS+_0+r _0_0</ ROW
<COLUWN>c_2</ COLUMN>
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<VALUE>5</ VALUE>
</ DATA>
</ CELLS>
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8 Summary

The information presented within this document focuses on the use of the SPM history
servlet with Jakarta Tomcat and the Microsoft 11S web server. The description of many of
the implementation steps required as well as the illugtrations reflect one client site
environmen.

Finding specific information on the implementation of Jakarta Tomceat with the Microsoft 11S
web server can take dmost as much time as the implementation itsdf. Although some of the
details will vary depending on the implementation, this document contains the details missing
from other public information.

The key to the entire process is acquiring the gppropriate component versions for the
gpecific implementation environment. Once these are identified, the task of configuring each
individual component is greatly smplified.
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Appendix A: Troubleshooting
Java™ 2 SDK

DIl_.ini Error
If the following error occurs on a Windows 2003 Server,

Failed to extract file DIl_.ini from the binary table.

It indicatesa DCOM permissions problem. Run dcomenfg.exe and add either agroup or
user to use that has permission.

» Sedlect Start > Run and enter dcomcenfg, then select OK.
»  Open the Component Services > Computers entry and sdect "My Computer”.

» Sdect the computer icon to theright in the toolbar. Thiswill open the Default
DCOM Security diaog.

» Choose the Edit Default button. The didlog that displays will list the users, and thelr
permissions.

> Add the appropriate user/group to the list and make sure to check the alow
checkbox.

> Apply the changes.

» Start the SDK inddl again.

More Information
http://support.insta I shield.com/kb/view.asp?pcode=AL L & articleid=Q104985
http://support.microsoft.com/support/kb/articlesQ142/2/71.asp

http://java.sun.com/j2se/1.4.2/docs/gui de/depl oyment/ingtal | ati on/windows/iftw-
update/fag.html
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